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ABSTRACT

The face recognition model is used for identity recognition of smartphones, providing convenience to many users. As a
result, the security review of the DNN model is becoming important, with adversarial attacks present as a well-known
vulnerability of the DNN model. Adversarial attacks have evolved to decision-based attack techniques that use only the
recognition results of deep learning models to perform attacks. However, existing decision-based attack technique[14] have a
problem that requires a large number of queries when generating adversarial examples. In particular, it takes a large number
of queries to approximate the gradient. Therefore, in this paper, we propose a method of generating adversarial examples
using orthogonal space sampling and dimensionality reduction sampling to avoid wasting queries that are consumed to
approximate the gradient of existing decision-based attack technique[14]. Experiments show that our method can reduce the
perturbation size of adversarial examples by about 2.4 compared to existing attack technique[14] and increase the attack
success rate by 14% compared to existing attack technique[14]. Experimental results demonstrate that the adversarial example
generation method proposed in this paper has superior attack performance.
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Fig. 1. Demonstration of Adversarial attack on
face recognition model
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Algorithm Generating AEs.

Inputs: Face recognition model C,
Original data z,

Initial adversarial example z*
Number of iterations 7°

Outputs: Adversarial example z’
10 for t=1 to T-1 do

2 # Search Boundary AE

3 «', = Bin-search(z,_,. =)

4 for i in 100 do

5:  # Dimension Reduction sampling
6 Set random vector 7;

7 = Dim-Upscale(r;)

8 # Orthogonal Space sampling
9

u; =u; _pro];z:',f 2 Ui

10: end for
11: # Success Direction
12: A = Dir-estimation(z,2’,, U)

130 z,=a/,+A/ 1Al
14:  end for

15: return # = Bin-search(z,_,, &)

Fig. 3. Algorithm for generating adversarial
examples
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Table 1. Attack success rate versus the number
of queries on LFW dataset with Sphereface

Attack success rate(ASR)
Query

BA HSJA Ours
1000 0.0 0.12 0.48
10000 0.5 0.46 0.87
15000 0.75 0.75 1.00
20000 0.75 0.86 1.00
25000 0.75 0.86 1.00
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